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SECTION: INFORMATION TECHNOLOGY AND
CYBERSECURITY

A SCIENTIFIC STUDY ON FRAUD DETECTION IN
ELECTRONIC PAYMENTS USING MACHINE LEARNING
METHODS

Shmatko Oleksandr

Ph.D., Associate Professor

Technical University “Metinvest Polytechnic” LLC, Ukraine

Antypin Igor

Master Degree student

Department of Software Engineering and Management Intelligence Technology
National Technical University “Kharkiv Polytechnic Institute”, Ukraine

Introduction. Electronic payment systems have transformed financial
transactions, offering efficiency and convenience. However, with their increasing
adoption, the risks of fraudulent activities have grown. Fraudsters exploit
vulnerabilities in digital payment platforms, necessitating the development of
sophisticated fraud detection mechanisms. Traditional security measures are often
reactive rather than proactive, making them inadequate in preventing real-time
financial crimes [1-2].

The advancement of artificial intelligence (AI) and machine learning (ML)
presents new opportunities for fraud detection. By leveraging predictive analytics and
automated decision-making processes, financial institutions can enhance their ability
to identify and mitigate fraudulent transactions [3-4]. This study explores the design
and development of an automated fraud detection application, focusing on its
architecture, database structure, and performance evaluation.

Main part.

The implementation of fraud detection systems requires an in-depth
understanding of banking operations and the methods used by cybercriminals. Digital
transactions involve multiple layers of verification, including encryption, tokenization,
and biometric authentication. Despite these security measures, fraudsters continuously
develop sophisticated methods to bypass security protocols.

Fraudulent activities in digital banking include identity theft, unauthorized
transactions, and card-not-present fraud. Cybercriminals exploit weaknesses in
payment processing systems to gain unauthorized access to user accounts. The
implementation of real-time monitoring systems and anomaly detection algorithms is
crucial for mitigating such risks.

Modern fraud detection systems integrate Al-driven algorithms to analyze
transaction patterns and identify suspicious activities [5]. These systems employ
supervised and unsupervised learning models to differentiate between legitimate and
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fraudulent transactions. The integration of blockchain technology further enhances
security by providing transparent and immutable transaction records.

The development of an automated fraud detection system involves designing a
structured database and implementing Al-driven analytical models [6-8]. The system
architecture follows a modular approach, consisting of three main components (fig.1):

— Data Processing Module: Collects and preprocesses transaction data.

— Al-Based Detection Engine: Utilizes machine learning algorithms to analyze
transaction behaviors.

— User Interface: Provides real-time fraud alerts and reporting tools.

The backend infrastructure relies on a relational database management system,
ensuring efficient data storage and retrieval. The fraud detection algorithm
continuously learns from historical data, refining its accuracy over time.

Client/User Device

£]
User Interface

.

%ends Transaction Data

|
Applic%‘tinn Server

]
J Data Processing Module ‘ Fraud Alerts & Reports

%reprocessed Data|

EI ‘

Store Transactions Al-Based Detection Engine

/

%tore Analysis Results
7

Datahasegerver

=

]
Relational Database

Figure 1. The system architecture

Analysis of the Obtained Results

The dataset used in the study consists of credit card transactions conducted by
European users over two days in September 2013 (fig.2). The dataset includes 492
fraudulent transactions out of a total of 284,315, making fraud cases highly imbalanced
(fig.3). To protect user privacy, Principal Component Analysis (PCA) was used to
anonymize numerical features, except for the transaction amount and timestamp, which
remained unchanged. The dataset’s imbalance presents a challenge for classification
models, as fraudulent transactions represent only a small fraction of the total.
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Figure 2. The dataset.
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Figure 3. The distribution of transactions

To build an effective fraud detection system, Python 3 was selected as the primary
programming language, with Jupyter Notebook as the development environment. The
study utilized multiple machine learning models, including logistic regression,
LightGBM (gradient boosting), and neural networks, to determine the most efficient
fraud detection approach. Several data processing techniques, including oversampling
(SMOTE) and undersampling (RandomUndersampling), were applied to balance the
dataset and improve model performance.

The initial application of logistic regression yielded poor recall (3%), despite an
overall accuracy of 96%, demonstrating that the model was ineffective at detecting
fraudulent transactions. This outcome indicated that fraud detection requires more
complex classification techniques. LightGBM, a tree-based boosting model, provided
substantially better performance but exhibited signs of overfitting, particularly when
handling fraudulent transactions. A neural network model was also tested but failed to
outperform tree-based approaches.
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Figure 4. Ensemble model based an out-of-fold stacking (OOF-stacking) approach

To address these challenges, an ensemble model was constructed using an out-of-
fold stacking (OOF-stacking) approach (fig.4). The ensemble incorporated multiple
tree-based classifiers, including LightGBM, ExtraTreesClassifier, CatBoostClassifier,
and RandomForestClassifier, with logistic regression as the meta-classifier. This
approach significantly improved detection accuracy, achieving a precision score of
93% and a recall score of 82%, making it the most effective model tested.

Conclusion.

The integration of Al and ML in fraud detection enhances the security of
electronic payment systems. This study highlights the importance of automated fraud
detection mechanisms in mitigating financial crimes. The proposed system
demonstrates high efficiency in identifying fraudulent transactions while minimizing
false alerts. Future developments should focus on enhancing Al models through deep
learning techniques and expanding the dataset to improve detection accuracy. The
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adoption of blockchain technology can further strengthen security by ensuring
transparency in financial transactions.
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