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Abstract. Modern society is facing a growing need for safe, efficient, and 

transparent exchange of patients' personal data in healthcare. Protecting the 

confidentiality and integrity of medical information is a priority for ensuring 

high-quality and effective medical care. Blockchain technologies provide a 

promising tool for solving this problem, allowing you to create a decentralised 

and secure system for sharing personal patient data. The aim of this work is to 

ensure a high level of security and confidentiality of medical data, as well as 

to increase the efficiency of processes in the healthcare sector by developing 

software components of the patient personal data exchange system based on 

blockchain technologies. The study's goal is to investigate the system for 

exchanging patients' personal data in the healthcare sector. The study's subject 

is software components based on blockchain technologies, designed to ensure the 

safety, transparency, and efficiency of medical information exchange. Results. 

This paper proposes an architectural model for a safe and efficient medical data 

exchange system, suitable for widespread implementation in the healthcare sector. 

conclusion. The introduction of a secure personal data exchange system based on 

blockchain technology in healthcare will help improve the quality of medical care 

and provide medical personnel with faster access to important data. The 

theoretical significance lies in expanding knowledge about the application of 

blockchain technologies in healthcare, as well as issues of medical information 

security and confidentiality. This study can serve as a foundation for further 

research in this area and contribute to the development of new methods and 

approaches to medical data exchange.  

Keywords: blockchain, personal patient data, IoTM, smart contracts, Ethereum, 

Medical Data Exchange System Model. 

 

 

 

Introduction. Medical data contains a large number of 

patient data records that are important for future treatment 

and research. However, we must securely store and share data 

to ensure its confidentiality. Medical data management widely 

uses blockchain due to its decentralised functions and 

protection against unauthorised access. Medical data is 
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relevant for everyone. They capture physical information 

about our bodies. This is important for the diagnosis and 

treatment of diseases [1]. With the rapid development of 

artificial intelligence, medical data has become a big asset. 

This can aid in the creation of diagnostic models using 

artificial intelligence, thereby assisting doctors in their 

diagnostic processes. Despite the evolution of medical 

information from initial paper records to electronic medical 

records (EMR), which offer greater convenience for accessing 

and storing data, it is crucial to prioritize the protection 

of data privacy [2]. To prevent sensitive data leaks, numerous 

hospitals and institutions have curtailed data transmission 

and exchange, resulting in the fragmentation of medical data 

across various health facilities [3].The privacy and security 

of medical data also lead to other problems. For instance, a 

new hospital should conduct a re-examination of patients for 

safety reasons. This behaviour leads to a waste of energy and 

money. The confidentiality of patients prevents the transfer 

of medical data to scientific institutions, impeding the 

advancement of medicine. This prompted the search for secure 

methods of data storage and transmission, and blockchain is 

widely used, due to its decentralised nature, protected from 

unauthorised access, for the exchange of medical data [4]. 

Modern society is facing a growing need for safe, reliable, 

and transparent sharing of patients' personal data in the 

healthcare sector. Protecting the confidentiality and 

integrity of medical information is a priority for ensuring 

high-quality and effective medical care. Blockchain 

technologies provide a promising tool for solving this 

problem, allowing you to create a decentralised and secure 

system for sharing personal patient data.The study's goal is 

to investigate the system for exchanging patients' personal 

data in the healthcare sector. The study's subject is software 

components based on blockchain technologies, designed to 

ensure the safety, transparency, and efficiency of medical 

information exchange.The aim of this work is to ensure a high 

level of security and confidentiality for medical patients, 

as well as to increase the efficiency of processes in the 

healthcare sector by developing software components of the 

patient personal data exchange system based on blockchain 

technologies.Main partIn the growing world of technology, 

things around us are getting smarter than we think. The latest 

technology is also revolutionizing fields like healthcare. As 

technology advances, the healthcare industry's quality and 
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efficiency also grow rapidly. Both doctors and patients 

benefit from technological advances in healthcare. Now we 

receive laboratory reports, MRIs, and CT scans in less time, 

which is more efficient and accurate than before. Digital X-

rays are a revolutionary way to look at bone fractures and 

tumors, and digital storage of medical records opens up a new 

way to care for patients using deep learning and artificial 

intelligence technologies. Furthermore, thanks to 

technological advances, it is possible to continuously 

monitor patients remotely, collect data from patients in real 

time using IOT sensors, and perform analysis without delays 

[1].Now we can more accurately predict serious diseases (such 

as cancer) and prescribe medications at a very early stage. 

While storing medical data digitally provides many 

advantages, it also opens the door to security threats and 

data loss. As we know, medical data is critical; it consists 

of confidential and sensitive information related to 

patients.Therefore, we need a reliable mechanism to confirm 

the integrity and confidentiality of safe medical data. 

Integrating blockchain technology with the healthcare 

industry can solve Da's integrity and security problems. We 

can now share health-related patient data with doctors and 

healthcare providers more efficiently and securely.The 

healthcare system was initially known as Healthcare 1.0 in 

the 1970s. In healthcare, there was an acute shortage of 

resources, and the ability to interact with digital systems 

was limited. During this period, when medical companies 

transitioned to paper prescriptions and reports, the absence 

of integrated biomedical sensors led to an increase in costs 

and time. The concept of healthcare systems emerged from 1991 

to 2005 with healthcare 2.0. During this phase, doctors 

utilized digital tracking to study the patient's health status 

using imaging equipment. With the introduction of the online 

platform, healthcare providers began to create online 

communities and use cloud servers to store patient 

information, which provided widespread access for both the 

patient and the practitioner. Healthcare 3.0 introduced the 

concept of customizing patients' medical records. New user 

interfaces provide a personalised and optimised experience. 

Besides these achievements, the implementation of medical 

documentation systems enables real-time and universal 

tracking of patients' medical data. Similarly, the 

integration of EHR systems like HL7 to store patient 

information led to the emergence of autonomous non-network 
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systems like social media channels. This has reduced the 

exchange of medical data, whether online or between clinicians 

using HL7. These techniques also improved the ability to 

interact and communicate with the patient. The era of 

healthcare 4.0 began in 2016 and continues to this day [3]. 

During this time, a number of different technologies have 

been applied, including fog computing, frontier computing, 

cloud computing, the Internet of Things, advanced analytics, 

artificial intelligence and machine learning, and blockchain, 

to transform it into an intelligent healthcare system, or 

Healthcare Industry 4.0. The main focus was on wearable health 

sensors.Innoplexus combines artificial intelligence and 

blockchain to provide continuous scanning of global life 

science data [5]. The system collects data for research 

institutes and pharmaceutical companies. BlockRx is a 

platform that has been successfully used in real-world 

documents [6]. The platform combines blockchain technology 

and advanced isolated digital ledger technology. The platform 

combines medical data from biomedical and research 

institutes. The implementation of BlockRx has resulted in 

significant progress. 

Blockchain-based models have been the subject of several 

published summaries. Jin et al. conduct an analysis of the 

confidentiality of medical data exchange, utilizing the 

model's type of blockchain [7]. The review divides blockchains 

into two categories: without permissions and with authorised 

access. The analysis then focuses on the advantages and 

disadvantages specific to each type of blockchain. Leili et 

al. analysed a number of papers published between 2016 and 

2020 [8]. This article focuses on healthcare application 

situations rather than comparing and generalizing models. 

Sakha et al. summarised some blockchain-based healthcare 

approaches, but did not compare them [9]. Israel et al. 

analysed the model from a unique point of view, considering 

both the benefits and threats that the technology poses to 

patients [10]. Hasselgren et al. performed a statistical 

analysis of the published papers. However, the review did not 

provide a summary of the methods used [11]. Xu et al. mainly 

analyse the use of blockchain in medical cancer data, such as 

drug traceability and cancer data sharing [12]. Blockchain is 

a decentralised distributed technology (DDT) [16]. A 

distributed system of computing nodes in a single-rank network 

develops and manages a blockchain, a collection of records 

that block the exchange or transfer of valuables and digital 
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assets, such as transactions, goods, and services. Bitcoin, 

a distributed database with ever-growing records treated as 

a block, is the source of blockchain technology [19]. The 

main idea of the blockchain is to stabilise the integrity, 

traceability, and accountability of shared data. Distribute-

to-book restricts methods, such as storage and 

authentication, to a network of interacting nodes. These nodes 

implement audit software that matches the image of a shared 

ledger between a peer-to-peer network of shareholders, 

presenting all accountable actions using digital fingerprints 

or hash codes. When writing data, we classify a workbook as 

distributed. In the blockchain, each node participant has its 

own shared ledger. It generates a transparent, non-variable 

record [20]. Blockchain logs provide accuracy for receiving 

messages in the health IT environment, and audit logs offer 

accuracy for further requests for such permissions and 

performance of access models. Based on this functionality, 

the framework works as a consistent description of electronic 

health information access authorisation (EHI). Over the past 

decade, researchers have implemented several blockchain-based 

healthcare management systems to achieve various security 

goals [21, 22]. Malicious attacks cannot tamper with the data, 

and the blockchain verifies various aspects of the data's 

origin [23]. This technology uses cryptographic methods, and 

the blockchain network's distributed environment ensures the 

distribution of the entire information, providing a visible, 

trustworthy digital fingerprint and verifiable paths 

[24]. There are two main types of blockchains: perpetual and 

permissive. We also refer to a public blockchain as a 

blockchain without access rights. Bitcoin was the first 

blockchain to be invented without access rights. Without 

permissions, the blockchain is easily accessible and open for 

read and write actions by all system participants [25]. This 

means that anyone can participate in the system with Alias 

identification. The system identifies the user as part of the 

consensus mechanism and allows them to read or broadcast 

information [26, 27]. Ethereum also uses blockchain without 

permissions, so anyone can develop and combine smart contracts 

over the network without any restrictions on the part of 

developers. We also call an authorized blockchain a private 

blockchain. A separate organisation uses the authorised 

blockchain [28]. A blockchain with permissions design ensures 

that network participants are pre-defined for read/write 

actions and permanently identified within the system, unlike 
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a blockchain without permissions. So the main difference 

between a blockchain without access rights and a blockchain 

with permissions is how the user can access the network. In 

a permissive blockchain network, implement Byzantine Fault 

Tolerance (BFT) [29]. The Hyperledger framework aims to 

safeguard shared registry technology and enhance the 

capabilities of authorized users. Hyperledger Fabric is a 

type of permitted blockchain technology that runs on an open-

source blockchain enterprise supported by the Linux 

Foundation [30]. Hyperledger is an ever-expanding collective 

or private blockchain that attempts to improve blockchain 

technology through industry-specific applications. Typically, 

a Hyperledger Fabric is a peer-to-peer distributed network 

where each peer-to-peer node has a replicated, consistent 

copy of the blockchain's data structure, specifically a 

transaction chain index describing the call and execution of 

chain codes. Hyperledger Fabric makes it possible to expand 

the range of applications of blockchain technology beyond 

cryptocurrency transactions, which distinguish between 

different areas of application of distribution databases, 

including medical information management [31]. The Linux 

Foundation supported Hyper-ledger Fabric projects, one such 

example being Hyperledger Composer. The Hyperledger Fabric 

blockchain inherits the Business Network Archive (BNA), a 

functional development of Hyperledger Composer 

[15]. Participants in the business network combine based on 

their identification and the assets generated in the system, 

with transactions defining the exchange of these assets. These 

rules facilitate the execution of smart contracts, which 

ultimately store all transactions in the ledger. Figure 1 

illustrates the overall Hyperledger composer architecture. 

The model file contains three main components: participants, 

assets, and transactions. Participants are end users of the 

system, able to deal with assets and interact with others 

through transactions. Assets are usually stored on the network 

as changes. System targets call transactions to update 

settings. The Business Network script file defines many 

transaction functions in the system. It consists of JavaScript 

(JS) and deals with business logic that determines what 

standards apply to users and what types of resources are 

common. The Access Control List (ACL) describes the various 

access ranges that participants in the network have. The ACL 

file records the participants' goals, which determines their 

effectiveness in creating, reading, updating, or deleting 



 
 
 

 

INFORMATION AND WEB TECHNOLOGIES 

156 

 

This work is distributed under the terms of the Creative 
Commons Attribution-ShareAlike 4.0 International License 

(https://creativecommons.org/licenses/by-sa/4.0/). 

Proceedings of the 16th International 
Scientific and Practical Conference  
«Scientific Research in XXI Century»  
 

(September 16-18, 2024).  
Ottawa, Canada 
 
 

 
 

No 
216 

resources. The request file explains the system's request 

composition and usage. They remain fixed to extrapolate the 

transaction log, which contains records of all previous 

transactions on the network. The archive record specifies a 

registry that contains the history of system transactions and 

events. The system updates the log entry during transaction 

processing, preserving a history of all transactions within 

the business network. Participants send transactions using 

their identifiable data, and composer requests can extract 

log entry resources to request specific records. Depending on 

the method of participation, we can divide the blockchain 

into three categories: public, private, and consortium chains 

[15]. The public network, as the name suggests, is completely 

public and accessible to everyone. Since data in the chain 

cannot be changed, public chains are considered completely 

decentralized. Only authorised participants can participate 

in the consortium chain, and the Al-Yansu rules formulate 

read and write permissions as well as permissions to 

participate in the blockchain. Only private organisations use 

the private chain, and they formulate read and write 

permissions to the blockchain, as well as permissions to 

participate in accounting, according to their own rules. There 

are few participating nodes, and they are strictly limited 

[16]. In the table. The table compares various types of 

blockchains. Nodes receive transactions in a different order 

as a decentralized peer-to-peer system [17]. Therefore, nodes 

require consistent algorithms to coordinate transactions. 

Proof of work (POW) is the first successful decentralised 

blockchain consensus algorithm. To solve the Byzantine 

problem, a practical algorithm called Byzantine Fault 

Tolerance (PBFT) was proposed [18]. This ensures that the 

BLO-kchain can still function normally with some faulty or 

malicious nodes.  

The introduction of EMR has brought convenience, as well 

as privacy concerns. Security concerns prevent the free 

transfer of medical data. There have been several proposals 

for blockchain-based models [22]. Rahul et al. [23] proposed 

the blockchain-based "medichain" model. This model uses the 

blockchain as a database to collect complete information about 

the patient's case in the block. To ensure data security and 

prevent forgery, we hash transaction records and store the 

resulting hash values in the Merkle tree, thereby reducing 

errors in clinical decision-making. The proposed structure 

combines data from all fields into a single hyperspace to 



 
 
 

INFORMATION AND WEB TECHNOLOGIES 

157 

 

This work is distributed under the terms of the Creative 
Commons Attribution-ShareAlike 4.0 International License 
(https://creativecommons.org/licenses/by-sa/4.0/). 

Proceedings of the 16th International 
Scientific and Practical Conference  
«Scientific Research in XXI Century»  
 

(September 16-18, 2024).  
Ottawa, Canada 
 
 

 
 

No 
216 

address the challenge of diverse medical data structures and 

a wide range of source types. This method relies on chain 

storage. However, the blockchain is less scalable. Storing 

data online is also expensive. Wu implements a patient-centred 

access control model with confidentiality in the process of 

controlling access to private information in healthcare 

systems [24]. Wu then utilizes blockchain technology to 

establish a private information storage platform, while 

standard cryptographic algorithms facilitate the transfer of 

information. A file authorisation agreement safeguards 

confidential information in this process, thereby preventing 

the theft of confidential medical information. The model 

offers a detailed privacy-enabled access control method that 

grants users various privileges based on an assessment of 

their types. A third-party organisation that provides cloud 

services hosts a cloud database that stores EMR information. 

The cloud generates a hash of the data when it stores it. The 

blockchain then stores the hash. The chain's hash value 

compares tampered data in the cloud. In this model, the 

consensus algorithm is POW, which requires a large number of 

invalid node calculations. Liu et al. proposed a lightweight 

blockchain-based model for the exchange and protection of 

medical data [25]. To ensure data exchange between doctors in 

different hospitals, the model uses proxy re-encryption 

technology. The hash function used is difficult to match. 

Thus, stored medical information is almost impossible to 

obtain. We have improved the traditional delegated 

confirmation of interest to create a new consensus algorithm 

that is more secure and reliable. We have developed a 

mechanism for disease comparison, enabling patients with the 

same disease to communicate with each other. Patients can set 

session keys after mutual authentication. This mechanism can 

help patients share information about the disease. The PRI-

Watt network is fast in terms of transactions, but less 

centralized. It is more suitable for applications within 

companies or institutions. This approach is not applicable in 

scenarios where there are numerous patients and hospitals. Yu 

et al. proposed a hybrid chain-based EHR sharing scheme to 

maintain the private part of electronic circulation in the 

federal chain, rather than the private part in the public 

chain [26]. Only licensed users can access the closed part, 

and scientific institutions can grant access to the closed 

part for medical development. The model employs offline 

storage, storing solely data hashes in the chain to thwart 



 
 
 

 

INFORMATION AND WEB TECHNOLOGIES 

158 

 

This work is distributed under the terms of the Creative 
Commons Attribution-ShareAlike 4.0 International License 

(https://creativecommons.org/licenses/by-sa/4.0/). 

Proceedings of the 16th International 
Scientific and Practical Conference  
«Scientific Research in XXI Century»  
 

(September 16-18, 2024).  
Ottawa, Canada 
 
 

 
 

No 
216 

data forgeries, while smart contracts autonomously oversee 

the EMR request, approval procedure, and utilization. The 

model employs a novel hybrid chain approach. However, the 

model uses rough access control and does not assign nodes any 

attributes. Zou et al. developed a new chain structure to 

avoid the branching problem and proposed a trust-based 

consensus mechanism to counter Byzantine attacks [27]. 

Through continuous mining, medical institutions can 

accumulate pre-faith points in exchange for EMR. The proposed 

reputation system is designed to accumulate reputation points 

in response to a significant number of incorrect calculations. 

Voting requires a significant amount of energy. Shahnaz et 

al. offer a blockchain-based, fine-grained access system that 

provides various access rights to patients, doctors, nurses, 

and administrators [28]. Access to electronic links is 

registered in the model proposed in [29], and a searchable 

encryption method is used to search for information without 

decrypting the chain's data. This method safeguards the 

privacy of data and guarantees the prompt execution of 

requests. This method also uses role-based access 

control. IOMT comprises a variety of medical devices that use 

computer networks to connect and determine patient symptom 

parameters. IOMT has many advantages for treating diseases, 

and detecting physical signs allows you to detect the disease 

as soon as possible and seek medical attention [30]. However, 

many IoMT products on the market lack uniform management 

standards, which can lead to information leaks [31]. 

Blockchain offers a solution for ensuring the security of 

medical IOMT [32]. Chen et al. developed an IoMT-based data 

collection system to ensure secure storage and exchange of 

medical data [33]. The system can simultaneously collect data 

from multiple medical devices, ensuring real-time collection 

of a patient's medical records during surgery. A cloud server 

and a re-encryption algorithm via a proxy serve as the 

foundation for the system's anonymous medical data exchange 

scheme. This approach increases the security of sharing 

private medical data. Hyperledger Fabric, a permitted 

blockchain architecture with a dual-channel deployment 

architecture and a medical chain code for data management and 

access control, serves as the foundation for the system's 

implementation. This method uses the Kafka consensus 

algorithm. This sequential algorithm can cause half of the 

nodes to fail, but it cannot allow malicious nodes. This makes 

the system more vulnerable to attacks. Jafar proposed a new 
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blockchain-based secure authentication technology to enhance 

the security of sensitive medical data transmitted between 

patients and hospitals [34]. Lamport Merkle digital signature 

(LMDS) generates and verifies signatures to ensure the secure 

transfer of sensitive medical data to cloud-based IoT medical 

networks. Smart contracts allow participating parties (i.e., 

patients and doctors) to set conditions and automate 

operations through a cloud server, reducing the work of third 

parties. Smart contracts also have different addresses and 

accounts on the blockchain, so that each IoT device can view 

and execute its own instructions, thereby reducing 

communication overhead. Al-Karalle et al. present a new model 

of secure image transmission and diagnostics using deep 

learning and blockchain for IoMT [35]. The proposed model 

includes several processes, including data collection, secure 

transactions, hash value encryption, and data classification. 

Initially, we collect patient data using Internet of Things 

tools and then encrypt it using the GO-FFO algorithm. 

Additionally, NIS-BWT technology encrypts and compresses 

hashes in the blockchain. Alternatively, the DBN model 

executes the classification process. The improved encryption 

algorithm, while more secure, takes longer to encrypt and 

decrypt than other algorithms. Suyel [36] proposes a system 

that offers an API interface. This interface generates and 

maintains health data between the healthcare professional and 

the patient. Additionally, a pro-protected system fully 

utilizes smart contracts to establish secure rules, thereby 

preventing malicious behavior. This method uses only simple 

authentication. We can assign detailed properties to nodes. 

This could make the model more advanced. Hu et al. suggest 

that the current focus of much blockchain-based IoMT research 

is on verifying cryptographic algorithms. From time to time, 

you should pay more attention to invalid signatures to reduce 

the likelihood of verification failure. Smart contracts on 

the blockchain play an important role in IOMT. Smart contracts 

do not require the participation of third parties and can 

automatically perform assigned tasks if the conditions are 

met. Typically, the model uses cryptographic algorithms to 

improve security. The confidentiality of medical data hinders 

the operation of data-based machine learning. Federated 

learning is a new artificial intelligence method that protects 

data privacy while building artificial intelligence models. 

Federated learning enables multiple nodes to collaboratively 

learn the model in public, transmitting only gradients and 
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losses, not the actual data, thereby ensuring robust data 

protection. For the next calculation, however, nodes must 

transmit data to a central institution. Blockchain can serve 

as a viable substitute for a central institution, thereby 

mitigating the potential for dishonesty within the central 

structure. 

Conclusions. The analysis of the current state and 

prospects of using blockchain technologies in the healthcare 

sector allows us to draw the following 

conclusions: Blockchain technology demonstrates significant 

potential for solving key problems in the field of medical 

data management, particularly in ensuring the secure exchange 

and storage of personal patient information. A study of 

existing blockchain-based models and approaches reveals the 

significant benefits of this technology in improving the level 

of security, privacy, and efficiency of medical information 

processing. The main advantages of implementing blockchain in 

the healthcare system include: strengthening protection 

against unauthorised access to medical data; improving 

interoperability between different medical institutions and 

information systems; improving mechanisms for controlling 

access to data by patients; and creating conditions for secure 

data exchange for scientific purposes without violating 

confidentiality. Simultaneously, we've identified a number of 

challenges that necessitate further research and solutions. 

These include: ensuring scalability of blockchain-based 

systems; optimising consensus algorithms to reduce power 

consumption; and developing more advanced access control and 

cryptographic data protection mechanisms. The integration of 

blockchain technologies with other innovative solutions, such 

as the Internet of Medical Things (IoMT) and federated 

learning, opens up new prospects for creating more reliable 

and efficient healthcare systems. Researchers should focus 

their efforts on enhancing current models, formulating fresh 

strategies for safeguarding data confidentiality and 

security, and putting blockchain-based systems into practical 

use and testing within the operational environment of 

healthcare institutions. Thus, the introduction of blockchain 

technologies in the healthcare sector has the potential to 

significantly improve the quality of medical care, protect 

patients' rights, and promote the development of medical 

science while ensuring a high level of data security and 

confidentiality. Realising this potential requires further 

interdisciplinary research and development, as well as close 
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collaboration between specialists in information technology, 

medicine, and law. 
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