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Introduction. The digitization of education has significantly increased the volume 

of sensitive student data processed by institutions. This includes not only personal and 
academic records but also financial and health-related data. Ensuring the 
confidentiality, integrity, and lawful handling of this data has become a legal and 
ethical imperative, particularly under regulations such as FERPA (U.S.) and GDPR 
(EU). This paper explores tokenization and other privacy-enhancing technologies 
(PETs) as mechanisms for safeguarding student information. We aim to assess their 
effectiveness, scalability, and integration potential within educational information 
systems. 

Literature Review. Research on securing student data through tokenization and 
other privacy-preserving technologies has steadily intensified from 2021 to 2025. The 
number of academic publications addressing this topic nearly doubled within this 
period, signaling a growing awareness of the importance of data security in educational 
environments [1], [2]. Early studies largely emphasized the impact of the COVID-19 
pandemic on the proliferation of online learning and the associated increase in cyber 
threats [3]. More recent work has expanded into advanced solutions such as blockchain, 
federated learning, and privacy-preserving machine learning pipelines [4], [5]. 

One such study identified over 51 publications on blockchain in education by 
early 2023 alone [6]. 
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Protecting student data is a critical concern in digital and AI-driven education 
systems. Several scholars have explored blockchain-based solutions for secure 
recordkeeping and preventing unauthorized access [7], [8]. Shuhaimi et al. conducted 
a global bibliometric study that demonstrated consistent growth in blockchain-related 
research between 2017 and 2022 [9]. Cryptographic innovations have also emerged, 
including a modified Snake and Ladder algorithm for educational data protection [10]. 

The role of privacy-preserving machine learning in education has attracted 
increasing attention. Research suggests that integrating blockchain with AI can support 
secure, decentralized data processing and analytics [5], [11], [12]. Cloud-based 
platforms for student data tokenization are also being developed to enable controlled 
data access and exchange without compromising privacy [13]. 

In parallel, researchers are investigating AI-driven personalized learning 
environments built on decentralized infrastructures. Blockchain is seen as a key enabler 
for managing performance data and supporting adaptive learning paths [14], [15]. 
Systematic reviews have contextualized blockchain’s impact on accreditation, digital 
certification, and institutional governance [16], [17]. 

Meta-analyses and bibliometric reviews further underscore the momentum of 
blockchain in educational technology. For example, Jain et al. and Razia employed 
bibliometric methods to map thematic concentrations and research gaps [18], [19]. A 
core use case highlighted is the authentication of academic credentials, where 
blockchain can prevent fraud and ensure transparent, verifiable certification [20], [21]. 

However, despite this promise, challenges remain. Mohammad and Vargas 
identify barriers to institutional adoption, including technological complexity and 
unclear regulatory frameworks [22]. Samala et al. echo these concerns and stress the 
need for proactive policy development and stakeholder engagement [23]. 

A conceptual distinction between decentralized and distributed systems was 
introduced by Any et al., who argued that blockchain supports educational platforms 
that are both secure and structurally adaptive [24]. Their analysis emphasizes 
blockchain’s potential to support lifelong learning ecosystems while recognizing the 
need for advanced cryptographic protections to mitigate privacy risks. 

In summary, the literature confirms that tokenization, encryption, and blockchain 
are foundational to modern educational data protection. However, broader adoption 
requires overcoming institutional hesitancy, ensuring interoperability, and addressing 
evolving threats in AI-enhanced learning. 

Main part.  
The implementation of tokenization in educational systems provides a 

foundational layer of data protection by substituting sensitive student information—
such as personal identifiers or academic records—with non-sensitive, artificial 
equivalents. This process ensures that the original data cannot be derived without 
access to a secure vault or encryption mechanism. Vault-based tokenization, while 
effective, introduces some performance constraints due to its reliance on centralized 
storage. Vaultless tokenization, often utilizing format-preserving encryption, offers 
enhanced scalability and is better suited for real-time environments. Within educational 
contexts, tokenization is increasingly being used to safeguard identifiers in student 
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information systems and analytics platforms, enabling privacy-conscious data usage 
while minimizing the risk of unauthorized disclosure. 

To further support tokenization, a suite of privacy-preserving technologies has 
emerged to ensure student data remains secure, even when subjected to analytical 
processing or shared across institutional boundaries. Among these, encryption 
represents a longstanding and essential component of data security. It transforms 
readable data into encrypted ciphertext using cryptographic algorithms, thereby 
preventing unauthorized access during storage or transmission. Techniques such as 
AES-256 and TLS provide robust protection for data at rest and in transit, respectively. 
However, traditional encryption mechanisms require data decryption for operational 
use, introducing temporary vulnerabilities. Although encryption is considered a 
baseline regulatory expectation under laws such as FERPA and GDPR, its limitations 
have prompted the development of advanced methods that maintain data 
confidentiality during computation. 

Homomorphic encryption addresses this limitation by enabling computations to 
be performed directly on encrypted data. This property allows third-party systems, such 
as cloud-based analytics platforms, to process sensitive student data without ever 
accessing the underlying information. The technique holds substantial promise for 
educational analytics and secure cloud-based learning services. Nevertheless, current 
implementations remain computationally intensive and are not yet suitable for large-
scale, real-time use. Ongoing research seeks to improve performance through 
algorithmic optimization and hardware acceleration, with the long-term goal of 
integrating homomorphic encryption into operational academic environments. 

Another significant advancement in data privacy is differential privacy, which 
introduces statistically calibrated noise to data outputs. This approach is particularly 
effective in contexts where aggregate data must be shared without revealing individual-
level information. For instance, a school district publishing demographic statistics on 
academic outcomes can apply differential privacy techniques to preserve anonymity 
while retaining analytical utility. The U.S. Department of Education has notably 
applied this method in the College Scorecard initiative, wherein sensitive income and 
graduation data were combined across agencies and protected through noise injection, 
ensuring compliance with privacy obligations. 

Secure multi-party computation (MPC) offers another privacy-preserving strategy 
by enabling multiple institutions to perform joint computations over their private 
datasets without revealing the data to one another. This method is particularly relevant 
for collaborative research or cross-institutional audits, allowing, for example, the 
analysis of financial aid impact across universities. Although MPC protocols are 
currently limited by complexity and performance constraints, pilot implementations 
have demonstrated their feasibility in higher education settings. 

Federated learning represents an alternative model that emphasizes 
decentralization. In this approach, machine learning models are trained locally within 
each institution, and only model updates are shared with a central server. The raw 
student data remains on-site, thereby significantly reducing the risk of exposure. This 
model is particularly well-suited for educational technology providers that serve 
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multiple institutions, enabling them to improve services through aggregated model 
learning while ensuring compliance with privacy regulations. 

Techniques such as pseudonymization and anonymization further support the 
secure handling of student data. Pseudonymization involves replacing direct identifiers 
with artificial codes, permitting data to be re-linked when necessary under tightly 
controlled conditions. This is commonly used within operational systems to restrict 
internal access. Anonymization, by contrast, entails the irreversible removal of all 
personally identifiable information, thus eliminating the risk of re-identification and 
allowing datasets to be shared or published without legal constraints under frameworks 
such as GDPR. While pseudonymization is advantageous for institutional workflows, 
anonymization is typically reserved for research or public data dissemination. 

Each of these technologies exhibits distinct strengths and limitations. Traditional 
encryption and tokenization offer effective and scalable protection, particularly for 
structured databases and real-time systems. Advanced methods, such as homomorphic 
encryption and MPC, provide robust theoretical guarantees but are not yet practical for 
widespread deployment. Differential privacy excels in safeguarding output-level data 
and is ideal for statistical reporting. Federated learning offers a balance between 
privacy and usability, especially for distributed machine learning applications. 
Ultimately, the integration of these techniques should be context-driven, with 
educational institutions selecting solutions based on specific operational requirements, 
compliance obligations, and technical capabilities. 

Conclusion.  
As educational institutions increasingly rely on digital platforms and data-driven 

decision-making, the need to protect sensitive student information has become 
paramount. This paper has examined a range of privacy-preserving technologies—
including tokenization, encryption, differential privacy, federated learning, and secure 
multi-party computation—as mechanisms for enhancing data security in educational 
environments. Among these, tokenization stands out for its practicality, scalability, and 
compatibility with existing systems, offering an effective method for pseudonymizing 
student data without significantly impacting usability. 

Tokenization enables institutions to replace direct identifiers with meaningless 
tokens, thereby reducing the risk of data exposure while maintaining analytical 
capabilities. When combined with encryption and differential privacy, tokenization 
forms part of a comprehensive privacy framework that can support compliance with 
regulations such as FERPA and GDPR. While advanced techniques such as 
homomorphic encryption and MPC provide robust theoretical protections, they are not 
yet feasible for widespread deployment due to computational limitations. 

Looking forward, a key direction for future research is the development of an 
integrated system for student data tokenization, tailored to the needs of educational 
institutions. Such a system should be modular, interoperable, and easily deployable, 
supporting both vault-based and vaultless tokenization schemes. It must also be 
designed to integrate with learning management systems, student information systems, 
and external analytics platforms, enabling privacy-aware data sharing and analysis. 
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In conclusion, tokenization and related privacy technologies represent essential 
tools for protecting student data in an increasingly interconnected educational 
landscape. The design and implementation of dedicated tokenization systems will be 
critical for ensuring that institutions can benefit from data-driven innovation while 
upholding the highest standards of privacy and regulatory compliance. 

 
References 

1. Shuhaimi, J., Awang, H., & Jafar, M. F. (2024). Worldwide research history and 
trends on blockchain applications in education: A bibliometric analysis, 2017–2022. 
Multidisciplinary Reviews, 7(3). https://doi.org/10.31893/multirev.2024053 
2. Jain, R., Seth, N., Sood, K., & Grima, S. (2023). Mapping the research on 
blockchain in education: A systematic review and bibliometric analysis. In Digital 
Transformation, Strategic Resilience, Cyber Security and Risk Management (pp. 53–
66). Springer. https://doi.org/10.1007/978-3-031-40308-6_5 
3. Priedigkeit, M., Weich, A., & Schiering, I. (2020). Learning analytics and 
privacy—respecting privacy in digital learning scenarios. In Privacy and Identity 
Management (pp. 134–150). Springer. https://doi.org/10.1007/978-3-030-42504-3_9 
4. Schleiss, J., Günther, K., & Stober, S. (2022). Protecting student data in ML 
pipelines: An overview of privacy-preserving ML. In Artificial Intelligence in 
Education (pp. 532–536). Springer. https://doi.org/10.1007/978-3-031-11644-3_42 
5. Singh, A. (2024). The future of learning: AI-driven personalized education. 
SSRN. https://doi.org/10.2139/ssrn.5076438 
6. Haque, M., Kumar, V. V., Singh, P., et al. (2023). A systematic meta-analysis of 
blockchain technology for educational sector. Education and Information 
Technologies, 28(10), 13841–13867. https://doi.org/10.1007/s10639-023-11953-1 
7. Molopa, S. T., & Cronje, J. (2024). Research on blockchain adoption in higher 
education: A systematic review and conceptual model. In Future of Information and 
Communication Conference (pp. 110–130). Springer. https://doi.org/10.1007/978-3-
031-57190-7_9 
8. Al Hemairy, M., Abu Talib, M., Khalil, A., et al. (2024). Blockchain-based 
framework for academic certification and accreditation. Education and Information 
Technologies, 1–30. https://doi.org/10.1007/s10639-024-12237-5 
9. Shuhaimi, J. et al. (2024). Worldwide research history and trends on blockchain 
applications in education. Multidisciplinary Reviews, 7(3). 
10. Kunkolienker, K., & Kamat, V. (2021). Securing student data privacy using 
modified Snake and Ladder cryptographic algorithm. IJACSA, 12(6), 370–376. 
https://doi.org/10.14569/IJACSA.2021.0120645 
11. Tsoni, R., Zorkadis, V., & Verykios, V. S. (2021). A data pipeline to preserve 
privacy in educational settings. In Proceedings of the 25th Pan-Hellenic Conference on 
Informatics (pp. 138–142). ACM. https://doi.org/10.1145/3489410.3489443 
12. Shmatko, O., Gamayun, I., & Ivashchenko, O. (2024). Cloud platform for 
tokenization of student data. InterConf+, 49(217), 209–218. 
https://doi.org/10.51582/interconf.19-20.09.2024.022 



Modern Trends in the Development of Economy, Technology and Industry 
 

161 

13. Ali, M., Siddique, A., Aftab, A., et al. (2024). AI-powered customized learning 
paths. Journal of Computing & Biomedical Informatics, 6(2), 195–204. 
https://doi.org/10.5281/zenodo.10526527 
14. Biswas, A. K., Dasgupta, M., & Ray, S. (2023). Secure management of academic 
certificates using blockchain. In Proceedings of MIND 2021 (pp. 805–813). Springer. 
https://doi.org/10.1007/978-981-19-2728-1_71 
15. Rustemi, A., Dalipi, F., Atanasovski, V., & Risteski, A. (2023). Blockchain-based 
systems for academic certificate verification. IEEE Access, 11, 84952–84968. 
https://doi.org/10.1109/ACCESS.2023.3290983 
16. Mohammad, A., & Vargas, S. (2022). Barriers affecting higher education 
institutions’ adoption of blockchain technology. Informatics, 9(3), 64. 
https://doi.org/10.3390/informatics9030064 
17. Samala, A. D., Mhlanga, D., Bojić, L., et al. (2024). Blockchain technology in 
education: Opportunities and challenges. iJIM, 18(1), 20–42. 
https://doi.org/10.3991/ijim.v18i01.38783 
18. Razia, B. (2021). A systematic review of blockchain in higher education. In 
International Conference on Business and Technology (pp. 631–648). Springer. 
https://doi.org/10.1007/978-3-030-84840-7_47 
19. Any, B., Ramadhan, T., & Nabila, E. A. (2024). Decentralized academic 
platforms in blockchain education. Blockchain Frontier Technology, 3(2), 112–124. 
https://doi.org/10.1016/j.bft.2024.01.007 

 
 

 
 
 
 
 



Collection of Scientific Papers 
with Proceedings of the 3rd International Scientific and Practical Conference 

«Modern Trends in the Development of Economy, Technology and Industry» 
April 9-11, 2025 
Toronto, Canada 

Organizing committee may not agree with the authors’ point of view. 
Authors are responsible for the correctness of the papers’ text. 

Contact details of the organizing committee: 
Sole Proprietor Viktoriia Tsiundyk 
E-mail: info@isu-conference.com
URL: https://isu-conference.com/

Certificate of the subject of the publishing business: ДК №7980 of 03.11.2023. 

mailto:info@isu-conference.com
https://isu-conference.com/

	Kachala Sofia Vitalievna
	The collection and use of rainwater in urban areas is a promising and necessary direction to improve water security and the resilience of urbanized areas to climate change. The use of roof catchment systems, collection from hard surfaces and undergrou...
	References
	Шляхи дослідження руйнувань
	Шляхи вирішення проблеми

	INNOVATIVE TECHNOLOGIES IN INTERIOR DESIGN: INTEGRATING SMART SOLUTIONS INTO LIVING SPACES
	ЗАГАЛЬНА МЕТОДИКА ДОСЛІДЖЕННЯ ТА АЛГОРИТМИ ПРОГНОЗУВАННЯ ПОКАЗНИКІВ ПРОЦЕСУ ЛІКВІДАЦІЇ ТА ЛОКАЛІЗАЦІЇ РОЗВИТКУ РУЙНУВАНЬ ВНАСЛІДОК ПОЗАПРОЄКТНИХ ВПЛИВІВ
	2) Amazon Alexa - In 2014, Amazon introduced Alexa, an AI-powered speech recognition platform. Amazon incorporated Alexa into its Echo smart speaker, creating a voice assistant system that achieved the highest levels of consumer satisfaction in the U....

	5. Kurbatov D. I. Ministry of Education and Science. No. 1/5967-23 dated 04/27/2023.
	6. Korsak K., Korsak Y. (2024). A real path to the complete elimination of the threat of Collapse-XXI due to the development of nоosciences / Svitoglyad. 2004, No. 2, p. 49-51 (URL: chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.mao.k...
	МіжнароднА статистикА ЯК ЧИННИК формуваннЯ сучаснИХ уявленЬ про глобальні регіони
	1. Gulyeva G.A. Environmental pollution as a result of geological exploration work at the Filizchay polymetallic deposit, Mining Journal (No.2324), 2024, no.7, p.75-80.
	2. Kholodov V.N., Kiknadze Z.R. Kolchidan Deposits of the Greater Caucasus. Moscow, "Nauka", 1989, p.193
	3. Nagiyev V.N. History of Formation of Kolchidan Deposits in Azerbaijan. Baku: Elm, 2012, p. 212.
	9. Xie J., Ge L., Qian L., Li Q., Sun W. Trace Element Characteristics of Pyrite in Dongguashan Copper (Gold) Deposit, Tongling Region, China. Solid Earth Sciences. 2020, vol.
	12. Gulyeva G.A. Impact of Geological Exploration Activities on the Environmental Situation on the Southern Slope of the Greater Caucasus (Filizchai Polymetallic Deposit). Environmental, Industrial, and Energy Security, 2019. Sevastopol, pp.484-488.
	13. Novruzov N.A., Sattarzade N.A. Characteristics of Mineralogical and Geochemical Features of the Strataform Kolchidan Deposit Filizchai (Greater Caucasus, Azerbaijan). Herald of VNIIO RAS. 2022. Vol. 22. No. 1. pp. 69–79.
	Energy Forecasting Techniques: A Comparative Study of Statistical and Machine Learning Models
	APPLICATION OF VELOCIRAPTOR IN A CLIENT-SERVER ARCHITECTURE FOR DETECTION OF THREATS IN COMPUTER NETWORKS
	From Tokens to Trust: Modern Approaches to Educational Data Security
	Table 1.Central Bank data protection.
	Аудит безпеки оркестрації легких контейнерних платформ
	Введение
	Значение и развитие медиаграмотности
	Влияние искусственного интеллекта на медиа
	Интеграция медиаграмотности и искусственного интеллекта
	Методология
	Практические рекомендации и последствия
	Список литературы

	CHALLENGES OF INTERNATIONAL HUMANITARIAN LAW
	РОЛЬ ЄВРОПЕЙСЬКОГО ДОГОВІРНОГО ПРАВА В МІЖНАРОДНОМУ КОМЕРЦІЙНОМУ АРБІТРАЖІ
	Воронов Кирило Маркович
	к.ю.н., доцент
	Кафедра цивільно-правових дисциплін
	Юридичний факультет
	Харківський національний університет імені В. Н. Каразіна
	Використання інформаційних технологій в охороні праці


	САМОПРЕЗЕНТАЦІЯ МОЛОДІ У СОЦІАЛЬНИХ МЕРЕЖАХ
	Потапюк Лілія Миколаївна
	кандидат педагогічних наук, доцент
	Кафедра соціогуманітарних технологій
	Луцький національний технічний університет
	Challenges and Opportunities in a Digital Age
	1. Introduction
	2. Economic Trends
	2.1 Digital Economy-The digital economy is now a dominant force globally. It refers to economic activities that result from billions of everyday online connections among people, businesses, devices, data, and processes. Platforms like e-commerce, fint...
	2.2 Globalization and Trade Reconfiguration-While globalization continues to shape the economy, recent years have seen shifts toward regionalism and protectionism in some regions. Trade agreements, supply chain disruptions, and geopolitical tensions a...
	2.3 Rise of Emerging Markets-Countries in Asia, Africa, and Latin America are becoming key players in the global economy. Their growing middle classes, digital adoption, and industrialization are contributing significantly to global growth.
	2.4 Circular and Green Economy-Sustainability is no longer a choice but a necessity. The circular economy promotes reusing, recycling, and minimizing waste, while green economy policies aim to reduce carbon emissions and encourage clean energy develop...

	3. Technological Trends
	3.1 Artificial Intelligence (AI) and Machine Learning-AI is revolutionizing all sectors—from healthcare and finance to manufacturing and education. Machine learning algorithms optimize processes, enhance decision-making, and create new products and se...
	3.2 Internet of Things (IoT)-IoT connects everyday objects to the internet, enabling smarter homes, cities, and industrial systems. In manufacturing, IoT devices monitor equipment, reduce downtime, and increase productivity.
	3.3 Blockchain Technology-Blockchain ensures secure, transparent transactions and has applications beyond cryptocurrencies. It is now used in supply chain management, healthcare, and public administration. [3]
	3.4 5G and Connectivity-5G technology is boosting internet speeds, enabling more complex applications, and supporting innovations like smart cities and autonomous vehicles.
	4. Industrial Trends
	4.1 Industry 4.0-Industry 4.0 refers to the fourth industrial revolution, which combines digital technologies like AI, IoT, robotics, and big data analytics to create smart factories. It enhances productivity, flexibility, and customization in manufac...
	4.3 Sustainable Industrial Practices-Modern industry is increasingly focused on sustainability. This includes reducing carbon footprints, using renewable energy sources, and implementing eco-friendly production methods.

	Modern trends in the development of economy, technology, and industry are fundamentally reshaping how we live and work. Embracing these trends with strategic planning, innovation, and a commitment to sustainability will determine the success of nation...

	4. 1st International Scientific and Practical Conference «Innovative Approaches in Modern Science and Technology» ( March 26-28, 2025. Lisbon, Portugal)  Innovative Approaches In Modern Science and Technology in the Agricultural Field https://isu-conf...

