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Abstract. This research examines the effectiveness and security of integrating
blockchain technology into access control systems (ACS) for university dormitories.
Traditional ACS often exhibit centralized vulnerabilities and limited transparency,
prompting the need for innovative solutions. A hybrid architecture combining a
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centralized application with a decentralized blockchain network was designed and
implemented using Laravel, React, Go, and PostgreSQL, interfaced with turnstile
hardware. Evaluation results indicate that the blockchain-based system achieves high
security through immutable logging and decentralized validation, with access checks
averaging 0.01 seconds and scalability supporting up to 400 transactions per second.
These findings highlight blockchain’s potential to enhance physical security systems,
offering a robust alternative to conventional designs.

Introduction. Access control systems (ACS) are vital for securing university
dormitories, yet traditional centralized architectures are susceptible to tampering and
inefficiencies, as observed during recent epidemiological measures in Ukraine.
Blockchain technology, with its decentralized and tamper-resistant properties, offers a
novel approach to address these shortcomings. This study investigates the effectiveness
and security of a blockchain-enhanced ACS, focusing on its ability to improve
performance, resilience, and auditability compared to traditional systems. The research
objectives are to design and implement a blockchain-based ACS for dormitory settings,
evaluate its effectiveness in terms of response time and scalability, and assess its
security against tampering, unauthorized access, and system failures.

Literature Review. Conventional ACS rely on centralized databases, introducing
risks such as single points of failure and data manipulation. Recent innovations,
including biometric and IoT-based systems, mitigate some issues but retain centralized
weaknesses. Blockchain has proven effective in domains like finance and supply chains
due to its security features [1]. Studies on blockchain in IoT security [2] and smart
home access control [3] suggest its applicability to physical security, yet its use in
institutional ACS remains underexplored. This research fills this gap by investigating
blockchain’s role in dormitory ACS, leveraging its immutability for logging and
decentralization for access validation. Unlike broader reviews [4], this study focuses
on the specific security and effectiveness needs of educational environments.

Methodology. The proposed ACS employs a hybrid architecture, integrating a
centralized monolithic application for user management with a decentralized
blockchain network for secure validation and logging. The system comprises:

e Turnstile Device: ZKTeco TS1000M Pro for RFID-based entry.

e Turnstile Server: A Go-based service handling requests and blockchain
interactions.

e Web Server: Laravel (PHP) and React for administration and monitoring.

e Database: PostgreSQL for user and log storage.

e Blockchain Network: Ethereum or Hyperledger Fabric hosting smart contracts.

e Pusher Service: Enabling real-time updates.

The blockchain ensures tamper-proof operations, as depicted in the system
interaction diagram.
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Smart contracts govern access rights and log events immutably. The Turnstile
Server queries the blockchain for validation, ensuring decentralized decision-making.
The access logic verifies card validity, user roles, and time restrictions.
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The study assesses effectiveness by measuring response time (card scan to
decision) and scalability (transactions per second, tps), and security through resistance
to tampering, unauthorized access, and system failures.

Implementation. The system was developed with Laravel for the Web Server and
Go for the Turnstile Server on the backend, React for an interactive interface on the
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frontend, PostgreSQL with a defined schema, Ethereum-based smart contracts on the
blockchain, and ZKTeco TS1000M Pro turnstile and IronLogic Z5R Web controller as
hardware. The Factory pattern enhanced controller flexibility, and the UI supported
real-time monitoring.

Evaluation Results. Testing was conducted using real hardware, focusing on
effectiveness and security. Access validation achieved 100% accuracy for valid and
invalid cards. Response time for access decisions was approximately 0.01 seconds
(blockchain read operation). The system sustained 400 tps, exceeding the dormitory
peak demand of ~100 tps. All events were logged immutably on the blockchain,
preventing alteration. Smart contracts eliminated centralized vulnerabilities through
decentralized validation. The system remained operational during simulated node
failures, leveraging blockchain’s decentralization. Compared to traditional
microservice architectures, the blockchain system provided faster access checks (~0.01
seconds vs. 0.02-0.06 seconds) and enhanced security features.

To further assess performance, a comparative analysis was conducted using
benchmarks from a blockchain-based prescription system study [5]. The analysis
focused on execution speed for critical operations: checking access rights and logging
access events. In the blockchain implementation, checking access rights (a read
operation) averaged 0.003 seconds without encryption and up to 0.011 seconds with
RSA 4096 encryption, as shown in figure below.

Feature MName & No REA REA 1024 RE5A 2043 R5A “DlE, FeDIF, “lIF,
Segment 40496 Mone - 1024 - 2048 -
1024 20458 JU
Create Prescription 2038 2034 20534 2036 e e 12
App L] 0 L] (01 4116% -1 255%
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App L] 0,001 (LRI (009 J464% 59% 520%
Chameode (.003 (.02 000z (042 -2 8% B
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App Li] [EREIES (0 o1z e 19% 196%
Chamecode 2031 203 203 203 e e (e
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App Li] (.2 (0 (L0403 18952 % 29%% 36%
Chameode 2032 2031 203 2031 P 1) e
Set ! Fill Preseription 2035 2.038 2041 2048 ) {1 12
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Send Key 2.031 2,031 2032 {1 ({2
Chamcode 0 0 { - 1%
App 2.031 2,031 2032 ) e
et Key (.02 0003 (003 T -2%%
Chaincode ] 0 it 3% 2%
App (002 0003 (003 T -3%%
Cremerate Key a1z (O 1.1%9 442% 1780%
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Figure 3 - Encryption Technology Comparison, Average Execution Time (s)

Since dormitory turnstiles require rapid responses, this operation was optimized to
query the local peer’s state, resulting in near-instantaneous access checks of approximately
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0.01 seconds. Logging an access event, akin to a "Create Prescription" transaction, took
around 2 seconds but was handled asynchronously to avoid impacting user experience. In
contrast, a traditional microservice architecture required 0.02-0.06 seconds for access
checks (network call + database query) and 0.05-0.1 seconds for logging. Thus, the
blockchain approach demonstrated superior execution speed for access validation while
maintaining user-perceived performance through asynchronous logging.

Scalability was evaluated by testing the system at transaction rates of 100—400 tps.
At 200 tps, the blockchain system maintained a 100% success rate with latencies below
0.1 seconds, only degrading at 400 tps. For a dormitory with 10 turnstiles, peak load
reaches approximately 10 tps, and for larger setups with 50 turnstiles, up to 50-100 tps—
well within the system’s capacity. In comparison, microservice architectures can handle
similar loads but introduce complexity in synchronization and potential bottlenecks.

Security benefits were also quantified. The blockchain’s immutable ledger ensured
that access logs could not be altered, providing a tamper-proof audit trail. Decentralized
validation eliminated single points of failure, maintaining system availability even
during partial node outages. These features surpass traditional systems, where
centralized databases are vulnerable to insider threats and data breaches.

Discussion. The findings demonstrate that blockchain significantly bolsters both
effectiveness and security in dormitory ACS. The rapid response time (0.01 seconds) and
high scalability (400 tps) indicate that the system can efficiently handle large-scale
deployments. Security is enhanced by immutable logs, which provide a verifiable audit
trail, and decentralized validation, which mitigates risks of tampering and unauthorized
access. The comparative analysis with microservice architectures confirms that
blockchain offers faster access checks and superior security, albeit with slightly longer
logging times that do not affect user experience due to asynchronous processing.
Challenges include the complexity of blockchain integration and occasional hardware
glitches (e.g., controller freezes). However, these are outweighed by the system’s robust
security and performance, suggesting blockchain as a transformative technology for ACS.

Conclusion. This investigation confirms that blockchain-based ACS offer superior
effectiveness and security over traditional systems in university dormitories. The hybrid
architecture balances usability with decentralized integrity, delivering a scalable and
resilient solution. Future research could explore biometric enhancements and multi-site
deployments to further refine blockchain’s application in physical security.
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